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Ile —nepeksaz omy6sikoBanoro B momrosiit podcuani TLUG (Tokyo Linux
Users Group) mocibumka 3a asropctBoMm JIxomarana Baiipr’a (Jonathan
Byrne). B opurinani nocibnuk mazsanmii «Quick-n-Dirty Guide to GPG>".
Ykpaincekoo 1e nepeksageHo gk «llocionuk nmo GPG Ha mBHAKY DPYKY».
Bignosinno abpesiarypa QND (Bix Quick-N-Dirty) nepenaerscs HIIIP.

Ilepexaas: Amumpo Kosaavos, 2002 pix, Toxio

JlackaBo npocumo jio Iocioruka no GPG na mBujiKy pyky.

[Mocioankn Tumy HIITP matoTs BesmKy KiabKicTsh indopmarii Tumny «mo'i 30BciM
masio tumy "domy'. Tomy my:ke KOpucHOIO Oye o3HailoMJIeHHsT 3 iH(MOPMAINEID HA
http://www.gnupg.org/docs.html.

[eit MOKYMEHT CKJIAJAETHCSI 3 CEeMH CeKIliif, gKi BHUCBITIIOIOTHL TaKi TeMH: sSK

nepecsiunTuch, un Bu maere GPG BcTanoB/ieHmit, i 9u BCTaHOBJIEHHH BipHO,
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CTBOPEHHSI TapW KJIOYiB, CTBOpEeHHS cepTudikaTy JJid BiIKJIMKAHHS CBOTO KJIIOYA,

K IPalIOBATH 3 CepBepaMy KJIIOUIB 1 9K MOBIIOMHTH CTOPOHHIM IPO CBilf KJIOY.

Heit mocionuk HILP B itoro chorojenniit peakiii opieHTOBaHUi HA JUCTPUOYTUB,
mo 6azyerbcsa na RPM, ajie B maitbyrabomy Oy/yTh BKJIIOYEHI TAKOXK 1HCTPYKILI
JUIST IHIIAX JUCTPUOYTHUBIB 1, MOXKJIUBO, OYIYTH CTBOPEHI crenudpidni Jasi KOKHOTO

KOMILTEKTY TiIKH.

[le — 9opHOBUII TOKYMEHT 1 3ayBazKeHHs Ta JOMOBHEHHS JI0 HHOTO MPUHMAIOTHCS.

Ilepinn, Hi2K B modynere

[IpounTaiiTe 11bOro MOCIOHUKA BiJI MOYATKY 0 KiHIE, MEpII, HizK MOYHHATH POOUTH

oyab-m1o0. [licaa 3akinuenns yntanus, nepexoanbre 10 Pozmiay 1.

Yacrunaa I

Yu y Bac BcranoBjennit GPG?

B xomamgniit 060I0HII HAIPYKYiATE:

# which gpg
#

s komaHIa TOBWHHA MNOBEPHYTH KOMAHIHY JOPIKKY 70 gpg, MOMKJIUBO
/usr/bin/gpg.

Axio komana 3uaiije gpg, nepexoanpre 10 po3aiay 1. Ao ni — npogoBxKyiite
JAJ1 3 M.

Aximo Bu npojosxkyere unrtaTh, 1me o3Hadae, 1Mo Baima cucreMa He Bijanrykasia

gpg, komu Bu magpykysaam which gpg. B takomy Bumagky Bam morpiono Oyae
3panTaxkutu naker GPG 3 cepsepa FTP Bamoro aquctubyrusa 4u 3 iioro ja3epkaJa.
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[Ticst Toro, siIK 3 BHBAHTAKEHHAM 3aKiHUEHO, CTaHbTe aIMiHICTpATOpPOM (Su B
KOPHCTYBada Troot) B KOMaHJHI 000a0oHII, mepeiiniTe B Karajior, jJe y Bac

BcraHoBeHunit RPM 1 magpykyiite:

# rpm -Uvh ,mHazBa-rpm"
#

Ilicnga nporo komapjga which gpg nosunna nokasaru Bam, e 3Haxonurbed

KOMaH1a (MOKJINBO B /usr/bin/gpg).

Yacruua 11

Bcranosith GPG 13 SUID ROOT

dxmo y Bac memae moctymy g0 aamiHicTpyBanHs Bammoi cucrtemm, MoxkeTe

OPOMYTCUTH el PO3ILI.

Cranbre ajMinicTparopoM (root) i HaapyKyiire:

# chmod +s /path/to/gpg/from/stepl/gpg
#

# chmod +s /usr/bin/gpg
#

et kpoxk morpiben st Toro, mod 3mycuru GPG kopucrysaruch Ge3nednumu
00JIaCTAMHI TaM STi.

MoxkeTe BUiITH 3 aIMIHICTPATHBHOIO PaXyHKY B CBiil BJIacHHII.
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YHacruua 111

CTBOpPITH Hapy KJIOYiB

Hanpyxkyiite:

# gpg ——gen—key
i

ko Bu HiKOMH He CTBOPIOBAJIM Mapy KIIOUIB /10 1boro, Bu mobaunTte Take:

gpg (GnuPG) 1.0.6; Copyright (C) 2001 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it

under certain conditions. See the file COPYING for details.

gpg: /home/newbie/.gnupg: directory created
gpg: /home/newbie/.gnupg/options: new options file created
gpg: you have to start GnuPG again, so it can read the new options file

e — mopmasibHUil BUBiL KOMaHIU. 3apa3 MU IIe pa3 MOBTOPUMO 1i:

# gpg ——gen-key
#

1. TpuitmiTe 3anpONOHOBaHE 3HAYEHHSI JJIsl THILY KJII04Ya (IPOCTO HATHCHITH enter)
2. Beenits 2048 y BiAMOBLAbL HA 3aIUTAHHSA TIPO PO3MIP KJII0YA.

3. Bac cnurtarorns, uu crnpasai Bam e norpiono. Tak.
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4. Bac 3HOBy cnurtaioTh, Ipo Te, CKiIbKM 4acy Bu xorimm 6 1mod K04 JiigB.

Beenmirs 0 (crangaprHe 3HAYCHHS).

5. Bac cnurarorn, u ne BipHo . Tak.

Po3ain HanamityBaHHA iMeHI KOpUCTyBada

1. Beexith iM’a i npizBuiie
2. BeeaiTh nomroBy ajpecy (eJeKTPOHHA MOIITA).
3. JlomaTkoBuii KOMEHTAP. 3AJUIITE MyCTHM.

4. Tligreepaith iM’st, sike Bu peeu. Harucuite Enter(OK), gkimo Bee B NOPSLIKY.

Bamr inentudikarop 1e Barmre iM’st + momroBa agpeca -+ JI0JATKOBHI KOMeHTap.

[loxibHO 70 psiiKa IOJAHOIO JIAJIL:

Ima Newbie (This is my comment) <imanewbie@imanewbie.com>

BarkimBe 3ayBakeHHd: HACTYINHHI PO3JLT TpUCBAYeHWI mapomio. /lapaiiTe

MMOYHEMO 3 MIIPO3LTY 3 3ar0JTOBKOM:

<DANGER>

[Tapoas — ayxke Baxkiupuii. Lle Mae 6yTu 1moch jioBre (pedeHHs a
He CI0BO) 1 micTuTH B €06l K BeJWKi, Tak 1 MaJi JiTepn pasom
3 pPO3JLIOBUMH 3HAKaMu Ta OHdpamu. 3MiHa CJIiB, 32 PaXyHOK
BKJIIOUEHHS JI0 HUX JIiTep — 9acTo rapHa cnpasa. Hampukimam: 3
samicts E/e, 4 3amicts A /a, 0 3amicts O/0, 1 3amicts L/1, 7 3amicrs
T/t, Tomo. Ile — crunb, axkuM Kopuctyorhes 31337 H4xOrs. dxio
Bwu 3pozyminu i JBa cioBa — Bu Ha BipHOMY HLISXY.

HE 3BEPIFANITE maposb Ha KoMl ioTepi. HIKO/IU. 36epiraiite #oro
mo3a Mepexkeio B OesnednoMy wMicni. IIpukieenuit JucTodok 10
JIUCILIES, YU JIUCTOYOK SKUH JIEXKUTH MMOPYY 3 KOMII'IOTEPOM He
BiIHOCATBCA 10 Oe3MeYHUX MICIDL. YAKIIMO MOzKeTe 3alaM dTaTh 0
dpazy — 1e HalKpariie.

Bignocbrech 10 cBOro mapoJsisi cepifo3Himie, HixK 10 [apOJisi
KopuctyBada root. [le — cmpasmi Tak.

</DANGER>
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Tenep 3aiimemcsi CTBOpeHHA NapH KJIOYIB. Bac monpocarh 3allHATUCH SKOIOCh
IHIIOIO CIIPABOI0 TOKHU 16  POOUTHCSI — MOBO3UTH MHUIIKOIO IO CTOJII 9’
noJIPYKyBaTu Ha KjasiaTypi. Lle morpibHno s cTBOpeHHSA HAIIWHOIO IOTOKY
BunaakoBux jganux. [louunaiire e podbutu 3pasy-K. feHepauiﬂ KJI04iB 3afime

He OLIbIIe KiTbKOX CEeKyH]I.

YHacruua IV

CrBopennsi ceprtudikara Jjs

BLAKJINKAHHS KJII0Ya

Bam 0yne morpiben takuii ceprudikar Ha TON BUNAIO0K, SKIIO OYab-Kou Barri
KJII04i Oy/1e CKOMIPOMEHTOBAHO (BUKDPUTO) 9u Bu 3rybuTe maposs. 3pobiTh 1e
3apa3 — gKIo Bu Oyaere yekaTn JOKH IIe TPAIUTHCs, Oy/Ie BxKe 3aHAITO IMi3HO.

Bu me 3Moxkere nporo 3poouTH.

Hanpyxkyiite:

# gpg ——gen-revoke "BAII-IJEHTU®IKATOP"
#

Bamr inentudikarop me Barre iM’g + momrroBa ajipeca -+ J10JaTKOBHI KOMEHTaP.

[ToxibHO 10 psiiKa MOIAHOTO JIaJIi:
Ima Newbie (This is my comment) <imanewbie@imanewbie.com>

[Tpuknam:
gpg $--$gen-revoke "Ima Newbie <imanewbieQ@imanewbie.com>"

[leit reneparop ceprudikaTa BiIKIHKaHHS TepecnuTae Bam Taki pedi (Bianosiui

JaHi 3pa3y K 3a 3aNUTAHHIMIE):

1. Creoputu ceprudikar Binkaukanus ( Create a recovation certificate? ) y

2. Braxirp npuunmy (Select reason) : 2
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3. Jomarkosuii ormc (Optional description): 3anumre mycrum
4. Bcee Bipuo (Is this OK) 7y

5. Beeaite napoas (Enter passphrase) : BAII-TTAPOJIb

Ha expani Bu nobauure cBiii ceprucdikar. Bin 6yge mogibHuM 10 90roch TaKoro

AK:

Version: GnuPG v1.0.6 (GNU/Linux)
Comment: For info see http://www.gnupg.org
Comment: A revocation certificate should follow

<gKUHCh 3aKONOBAHUI TEKCT B IIbOMy MicIi>

Buninite meii Tekcr i 36epexkiTh #oro ge-HeOynb (IHCKeTa 9 KOMIAKT-IHCK,
ToI110) abo HAJpPYKyiiTe fioro. KoMnakT-aucK Kpaie, OCKITbKI JUCKETH He Taki
uHatiitai. O60€ — APyK 1 3amuc Ha KOMIAKT JUCK, MaOyTh HaKpamuii Bapiant.
HE 3BEPITAMTE ceprudikar BiIK/JIMKAHHS HA CBOEMY KOMIT I0Tepi, HiKOIu. 3 TOT
’K caMol mpu4YuHH, 3 9Kol Bam He BapTo 30epiraTu cBiif HapoJib Ha KOMII IOTEPI.

36epiraiiTe #ioro B HaAITHOMY, 0€3METHOMY MICITi, TAK CAMO SIK 1 MaPOIb.

Yactuua V
HaninuniTs cBlit BIAKpUTHUil K04

Ha cepBep KJII0YiB

# cd /.gnupg
#
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Jpykyiire:

# gpg ——1list-keys
#

Bu nmobauuru moch tuny:
pub 1024D/DF12B4EF 2002-07-27 Jonathan Byrne <bteam@gol.com>

Aute B Bamomy Bunasky Tyt Oyzge iitu Bamra indopmamis. Yacruna, ska Bam
norpibna ime micas pub 1024D/ (mas mene ne — DFI12B4EF). Ile —
i1eHTI})IKATOD MOrO KII0Ya.

[lix’ennaiiTech 10 MepexKi, i micjad HbOro HaAPYKyHTe 110 KOMAH/1Y, Ii/ICTABUBIIH

cBiil ijenTudikaTop:

# gpg ——keyserver pgp.mit.edu ——send-keys
BAII-TAEHTA®IKATOP
#

[IoBTOPITHL Te-2K came 3 iHIIUM CEPBEPOM:

# gpg ——keyserver www.keyserver.net ——send-keys
BAII-IEHTA®IKATOP
#

YHacruua VI

OTrpumaiiTe Miii BIAKpUTIiA K104

# gpg ——keyserver pgp.mit.edu —-—recv-keys DF12B4EF
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Tenep Bu rorosi gk ajg Bijgcuianns, Tak i g OTPUMAHHS 3aKOJOBAHUX 34
nornomoroo GPG ucTiB 4m IHCTIB 3 €JIEKTPOHHUM MmignucoM. 7K 1e podbutn

Oy/ie onmucaHo B IHIIOMY JIOKYMEHTI.

YHacruua VII

Ax noBigomuTn; 1HOIMM npo Bain

KJIIOY

Hajinmpocrimmuii croci6 moBiAoMUTH iHIIKM PO CBiii K09 — I1e BCTaBUTHU B paili
migmucy ( .signature) mob psimox 3 iHdopmanieo npo Kiaod 0yB BKIOUEHU B

Bamri smcru. Miit ¢aiin .signature mae Taki psjaku:

GPG key: DF12B4EF (5399 €834 3ABB C3AF 610C 5345 D5D6 EGEA DF12 B4EF)
gpg --keyserver pgp.mit.edu --recv-keys DF12B4EF

JIBa psi/iIK¥ 3 MOIM KJIIOYEM, «BLIOMTKOM IaJIbIiB» Ta KOMaH/I0IO /I OTPUMAaHHSI

KJIOUiB 3 cepBepa.



